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PROFESSIONAL SUMMARY

I am a CEH v13 certified analyst with over a year of hands-on VAPT experience across finance, healthcare, and government sectors. At
7HillsCyberWall | identified SQL injection, XSS, SSRF, and privilege escalation vulnerabilities in live production systems, writing
reports that helped clients close 40% of critical findings within 60 days. | think like an attacker, and | want to apply that to detection
and response. | am completing an MSc in Cyber Security at Portsmouth and seeking a SOC Analyst Level 1 role in London.

TECHNICAL SKILLS

Security Tools: Burp Suite, Nessus, Metasploit, Nmap, Wireshark, OWASP ZAP, Autopsy, Volatility

Penetration Testing: Web Application Security (OWASP Top 10), Network Pentesting, API Testing, CTF Competitions
SOC and Monitoring: SIEM Platforms, Threat Detection, Incident Response, IDS/IPS, Log Analysis, Malware Analysis
Digital Forensics: Memory Analysis, Disk Forensics, OSINT Frameworks, Dark Web Analysis, Evidence Documentation
Networking: TCP/IP, DNS, DHCP, HTTP/S, Firewalls, VPN, Packet Analysis, Network Defence

Operating Systems: Kali Linux, Ubuntu, Windows 10/11, Windows Server, Parrot OS, Tails OS

Cloud and Identity: AWS Security (fundamentals), Active Directory (AD) Administration, Git/GitHub

Programming: Python (scripting and automation), Bash, Machine Learning basics (Scikit-learn)

PROFESSIONAL EXPERIENCE

Cybersecurity Auditor and VAPT Analyst August 2024 - August 2025
7HillsCyberWall o Vadodara, India
e Conducted end-to-end VAPT assessments across finance, healthcare, and government sectors, identifying SQL injection, cross-
site scripting (XSS), server-side request forgery (SSRF), and privilege escalation vulnerabilities in live production systems.

e Produced technical reports combining CVSS scores, proof-of-concept exploits, and plain-English remediation guidance,
helping clients close an average of 40% of critical findings within 60 days of delivery.

e Executed web application testing using Burp Suite Professional and OWASP Top 10 methodology; infrastructure assessments
using Nessus and Metasploit; network-layer analysis using Nmap and Wireshark.

e Presented findings directly to C-suite and technical teams in the same engagement, translating vulnerability data into
business risk without losing technical precision.

o Re-tested patched systems and updated reports to confirm closure status, giving clients a complete audit trail for compliance
and regulatory review.

Cybersecurity Researcher and Developer August 2024 - Present
ITMBU Student Cyber Crime Cell e Vadodara, India
e Led research into emerging attack vectors and threat actor techniques, producing reports circulated to faculty and industry
partners with practical rather than purely academic grounding.

e Designed and delivered awareness workshops reaching 200 or more students across Vadodara, covering phishing mechanics,
social engineering tactics, and safe digital practices.

e Competed in CTF challenges and security simulation exercises under time pressure, sharpening both offensive and defensive
practical skills.

e Co-organised cybercrime prevention events with local law enforcement agencies, connecting student research to direct
community impact.

Cybersecurity Awareness Intern January 2024 - March 2024
Urmi School Vadodara e Vadodara, India

o Delivered cybersecurity awareness sessions to school and college students on phishing, cyber fraud, social engineering, and
responsible digital behaviour, making technical content accessible to non-technical audiences.

e Taught Python and Java programming to senior secondary students, adapting complex concepts into structured, classroom-
ready lessons.



Research Intern August 2023
Singapore Institute of Technology e Singapore

e Contributed to an ML research project on Solar Power Output Prediction, handling data preprocessing, model training with
Scikit-learn, and accuracy evaluation across monthly energy datasets.

e Produced formal research documentation to university publication standards within a structured academic team.

Cybersecurity Volunteer July 2023 - Present
HEXSOCIETY e Remote

e Share threat intelligence, CTF writeups, and security resources regularly in an open cybersecurity community, contributing to
knowledge across practitioners at all levels.

e Mentor newer members on ethical hacking methodology and OSINT techniques.

EDUCATION

MSc Cyber Security and Forensic Information Security September 2025 - September 2026 (Expected)
University of Portsmouth e Portsmouth, UK

Modules: Digital Forensics e Incident Response e Threat Intelligence e Security Operations e Advanced Network Security

B.Tech in Cybersecurity and Networking October 2021 - June 2025
ITM SLS Baroda University (ITMBU) e Vadodara, India
CGPA: 8.16 / 10 e Specialisation: Cybersecurity, Network Defence, Ethical Hacking

CERTIFICATIONS

e Certified Ethical Hacker (CEH v13), EC-Council | Credential ID: ECC7846195302
o Digital Forensics Essentials, EC-Council / Mile2

o Digital Forensics Associate, EC-Council

e Network Defence Essentials, EC-Council

o Ethical Hacking Essentials, EC-Council

e Introduction to Dark Web, Anonymity and Cryptocurrency, EC-Council

KEY PROJECTS AND RESEARCH

Phishing Attack Analysis and Detection (MSc Final Project) o University of Portsmouth, 2025 to 2026

e Building a detection framework using PhishTank, OpenPhish, VirusTotal, URLScan.io, and MXToolbox, analysing real phishing
datasets from Kaggle to identify structural attack patterns.

o Modelling the detection approach on how SOC analysts actually triage phishing alerts, grounding the research in operational
practice rather than theory alone.

Solar Power Output Prediction, ML Research « Singapore Institute of Technology, August 2023

o Applied Scikit-learn to monthly solar energy datasets to forecast power output, managing the full pipeline from data cleaning
through model evaluation and formal documentation.

Cybercrime Awareness Programme  ITMBU Cyber Crime Cell

e Designed and delivered structured sessions on phishing, social engineering, and cyber fraud to over 200 students, measuring
retention through live Q&A and follow-up discussion.

ADDITIONAL

CTF Competitions: Regular international participant. Competing under real time pressure builds triage speed that is difficult to
develop any other way.

Security Content: Publish technical content on LinkedIn covering VAPT methodology, Python security scripting, and threat trends
for an active technical readership.

Clearances: Valid DBS Certificate (UK police verification). Available to start immediately.

References available on request



